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Background:

Qualification: MSc. Computer Science, UP.
Professional affiliation: PECB, ISO/IEC
27032 Lead Cybersecurity Manager.

Skills: Governance, risk and compliance,
cybersecurity audits, privacy
assessments, threat modelling, and
CSIRT/SOC Operations.

Research: Often publish and present his
research outputs on peer reviewed
national and international journal and
conferences.
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Introduction




National Cybersecurity is a broad term
encompassing many aspects of electronic
information, that affect the country’s security,
economy and wellbeing
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Key Cybersecurity Activities

Preventing cyber
threats and attacks
in the first instance

Threats

Vulnerability

**Reducing the
vulnerability of the
cyberspace
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*» Coordination of all
stakeholders

Co-ordination

Response

In the event of an
attack, ensuring
swift recovery of the
functioning of critical
information
systems.




The Cybersecurity Hub: A
National CSIRT
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"Computer Security Incident Response Team (CSIRT)” Team of dedicated information security specialists that prepares for and responds to Cybersecurity breaches or

Cybersecurity incidents. Over the years CSIRTs extended their capacities and increase their service offerings. CSIRTs go from being a reaction force to a complete security
service provider.
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Alerts and warnings
Incident handling
Vulnerability handling
Artifact handling

PROACTIVE SERVICES

Announcements

Technology watch

Security audits or assessments
Configuration and maintenance of
tools, applications

Development of security tools
Intrusion detection services

Security-related information
dissemination

Risk Analysis
Business continuity and disaster
recovery planning

Security consulting

Awareness building

Education training

Product evaluation or certification




Abusive Content
Spam
Cyberbullying
Cyber stalking
Child Pornography
Violence

Information security
Unauthorized access to information
Unauthorized modification of
information
Ransomware

(0]
Fraud

) Malicious Code
Unauthorized use of resources

S Viruses
Copyright infringement
Worms
Masquerade .
Trojans
Spyware
Dialer
Availability Information Gathering
Denial of service Scanning
Distributed Denial of servi Sniffing
Sabotage Phising
Spoofing
Pharming
Intrusions
Privileged account Intrusion attempts
compromise Exploitation of known
Unprivileged account vulnerabilities
compromise Login attempts

Application compromise New attack Signature
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Responding to cyber threats - how prepared are y
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Online gender-based Violence

There is an increased awareness around the lack of support for victims of online gender-based violence in Africa,

with a significant percentage of women concerned about their safety online. 39.3% of African women concerned
about their safety online

Deputy Minister, Pink Kekana said

"Protecting South Africa’s vulnerable and finding solution for the scourge of gender based violence is a priority for /
us as is finding solutions for the myriad of problems in the cyber-domain and it is crucial we have the skills to do
this now and in the future.” ) ¢
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ﬁ H A R A S S M /A\ P ABOUT ~ OURWORK  RESOURCES  TAKEACTION

Stop sexual harassment, together

Our support

6th of
October City,,
wwslul duao”

© “© '
_— Bright Sky is a mobile app and website for anyo

@ Harassment (®) Incident with intervention domestic abuse, or who is worried about some

( Please only download the Bright Sky app if it is safe to do so.

If you are in immediate danger, always call the police on 999.

Bright Sky

The app can be downloaded for free via the apy
download the app if it is safe for you to do so ar
your phone isn't being monitored.

Launched in partnership with Vodafone, the ap|

Easy Rescue — Turkey

Easy Rescue is an app designed to support women who have suffered violence and have personal




THANK YOU!

Any questions?
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