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There are only two types of 
companies: those that have been 
hacked, and those that will be.
Robert Mueller – FBI Director 2012

“ “



1.
What is Incident Response



Incident response is a plan for 
responding to a cybersecurity 
incident methodically.



2.
Why is Incident Response 
important?



To avoid the chicken run



3.
Incident Response Phases



Incident Response Planning



Incident Response Phases

Preparation Identification Containment Eradication Recovery Lessons 
Learnt



1. Establishment CSIRT/IR team
2. Conduct criticality assessment
3. Carry out cyber security incident threat 

analysis
4. Consider implications
5. Create appropriate control environment
6. Review state of readiness

Preparation Phase



1. Security Operations Centre (SOC)
2. Computer Incident Response Team (CSIRT)

Incident Reponse Teams



People

Who’s in charge around here ?
• Technical lead
• Senior
Major Business stakeholders
• Crisis Management Team

Preparation cont.
Communication

Internal Communication
• Constant communication 

between local and remote 
support

• ”War Room” – Center of 
operations

• Update meetings
External Communication
• Media Liaisons



1. Identify the Cyber Security Incident
2. What happened?
3. Which systems are affected
4. What data is impacted

Identification Phase



1. Limit and contain the impact of the 
incident

2. Monitor, isolate or shutdown affected 
systems

Containment Phase



1. Cleanup continues
2. Remove the threat
3. Patch vulnerabilities 

Eradication Phase



1. Rebuilding systems
2. Restoring data
3. Restoring systems
4. System validation 

Recovery Phase



1. Carry out post incident review
2. Lessons learnt
3. Update any key information, processes, 

controls
4. Perform trend analysis

Lessons Learned Phase



Incident Response Phases



RE&CT Matrix

https://atc-project.github.io/react-navigator/


Phases of a cyber security attack



Cyber Security Incidents



Cyber Security Incidents



1. Identify suspected incident
2. Establish objectives of investigation and response
3. Analyse available information
4. Determine what actually happened
5. Identify the attack surface: DDoS, malware, system hack, 

session hijack, data corruption 
6. Identify what internal assets have been compromised
7. Determine what information has been 

disclosed/deleted/corrupted
8. Find out who did it and why
9. Work out how attacker got initial entry

10. Determine potential impact
11. Conduct sufficient investigation to identify and 

prosecute perpetrators
12. Work through lessons learnt
13. Update any process documents or incident response plan

Incident Response Summary



THANK YOU!
Any questions?
You can find me at @secinfocpt & 
@cybersecgrit


