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Social Engineering -
human factor
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® Part 1: Introduction to Social Engineering
® Part 2 Social Engineering techniques

® Part 3: Counter measures Building the human firewall X/
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Objectives

1. Understand the threat and how to protect against

2. Spark interest in ethical hacking / social engineering
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Human error. Conquered

ANNA COLLARD

Social Engineering

Background:

Founder of Popcorn Training — now a KnowBe4 company.
*BA, CISSP, CISA, ISO 27001 Lead Auditor & Implementer,
Business Analyst, (ex)PCl DSS QSA, (ex) CIPP/IT

*Women in Tech Innovations Throughout Africa 2020 WINNER:
Southern and Central Africa

*Featured in Top 50 Women in Cyber Africa

*Featured in Top 100 Women in Cyber 2020 by
Cyber Defense Magazine

*|SACA South Africa President Award 2020




Part 1 Definition of Social Engineering

(
Introduction e Amygdala Hijack
. e Social Engineering methods
to Social e Impact of Social Engineering
e Whois at Risk

Engineering



N

Why hack technology if it's’ easier to haék a human?




Our operating systems haven't been
upgraded

. Fear
. Greed
. Desire
. Curiosity

X
P //



Social Englneerlng Deflnltlon

“Any act that influences a person to take an action
that may or may not be in their best interest”. g




Social Engineering

The science of manipulating
human behaviour to conduct a
security breach.

THEY TAKE
OUR

TURN IT
AGAINST US.

KnewBe4

Manipulation
Psychology

Social Engineering



Our brains: frontal lobes

Frontal Lobes

rational, thinking,
reasoning,

decision-making,

planning



Our brains: Amygdala

[ : \ Amygdala
. \ ..

activates the
fight-or-flight

response




Goals of SE: Hijack Amygdala




Typical Methods of Social Engineering

% e Phishing

@ e Vishing A

Q Combination of all of these
e SMiShing

@ e |Impersonation
KnewBe4




Cybercrime during Covid: Impact
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Ransomware Attack Vectors

Ransomware Attack Vectors
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100 Threat Intelligence Reports Analyzed
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Figure 3: Source of threat intelligence

https://info.knowbe4.com/threat-intelligence-to-build-your-data-driven-defense SRS



https://info.knowbe4.com/threat-intelligence-to-build-your-data-driven-defense
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https://info.knowbe4.com/threat-intelligence-to-build-your-data-driven-defense

Who is most at risk?

* New, seasonal or temporary employees

* Senior people (managers, directors,
privileged users)

* Maintenance staff (cleaners, security
guards, vendors)

* People who are active or chatty on social
media.

* HR departments
* Everyone is actually at risk.




Par!: 2 ® Social Engineering Pyramid
Social o OSINT

Engineering e Pretexting
Techniques



Social Engineering Pyramid

Research (OSINT)

Pretext Development

Plan Attack:
what, when, who

Execute Attack

Reporting




Social Engineering Pyramid




OSINT

Open Source Intelligence (OSINT) is data collected from publicly
available sources to be used in an intelligence context

Wikipedia



Where can we find information?

Surface Web wikipedia Blogs

Ecommerce

facebook

Websites youtube

Private forums

Deep Web
Netbanking Private netwo rks

Research Papers
Hidden wiki

Medical Records

Dark Web

Tor Anomymous
lllegal Information SilkRoad




Physical Media, Grey literature,
Metadata...




OSINT Tools

Search Engines

Social Networks

Email addresses, usernames
DEICRIEIES

Systems



site:knowbe4.com "Anna Collard"

Q Al [ Images & News [ Videos Q Maps i More

About 21 results (0,23 seconds)

Images for site:knowbe4.com "Anna Collard"

. g ‘
i

- More images for site:knowbe4.com "Anna Collard"

www.knowbe4.com » press » knowbe4-africas-anna-co... v

Settings Tools

Report images

KnowBe4 Africa's Anna Collard Wins Innovations Throughout ...

Mar 10, 2020 - Collard recognized for helping to revolutionize the way people are educated on

cybersecurity awareness globally. KnowBe4, the provider of ...

www.knowbe4.com » press » the-knowbe4-african-cyb... v

The KnowBe4 African Cybersecurity Awareness Report

Dec 5, 2019 - Anna Collard, the Managing Director of KnowBe4 Africa, a specialist in cyber

security awareness training, was in Mauritius to present The 2019 ...




Google Search Operators

site:knowbe4.com filetype:PDF X !, Q

Q Al (& Images @ News < Shopping @ Maps i More Settings  Tools

About 188 results (0,19 seconds)

www.knowbe4.com > hubfs » CHSChecklist PDF

CHS Checklist v 3.0 - KnowBe4

Refer to all relevant policies your organisation has related to cybersecurity and remote working.
For example a Virtual Private Network (VPN) and Multi-Factor ...

www.knowbe4.com > hubfs » Leveraging_KB4_Partne... v PDF

Leveraging KnowBe4 to Enhance Your Customers' Security ...

What makes this remarkable is the amount of money he managed to score and the industry from
which he stole it. The indictment specifically describes the.

www.knowbe4.com > hubfs » TheAllianceforStrongFa... v PDF

Case Study: The Alliance for Strong Families and ... - KnowBe4

Overview. The Alliance for Strong Families and Communities is a strategic action network that
works with and through its network of social sector leaders to ...




erators

ki ®. @& (eercermFe

Y Filters Reset All

Quick Search

Author
2020-07-27 inurl:"/vam/index_vam_op.php" Advisories and Vulnerabilities Alexandros Pappas
2020-07-27 "Share Link" inurl:/share.cgi?ssid= Sensitive Directories Alexandros Pappas
2020-07-26 Index of : wp-content/plugins/wpmudev-updates/ Advisories and Vulnerabilities Pratik Khalane
2020-07-26 inurl:/+CSCOE+/logon.html? Pages Containing Login Portals Supun Halangoda
2020-07-26 intext:"Frame rate" inurl:/home/homej.html Various Online Devices Alexandros Pappas
2020-07-26 inurl:wp-content/plugins/my-calendar Advisories and Vulnerabilities Lokesh S
2020-07-26 intitle:"index of" /Isass.exe Sensitive Directories Prasad Lingamaiah
2020-07-26 inurl:wp-content/plugins/updraftplus Advisories and Vulnerabilities Lokesh S
2020-07-26 inurl:wp-content/plugins/redirection Advisories and Vulnerabilities Lokesh S
2020-07-26 intitle:ePMP 1000 intext:Log In -site:*.com -site:com.* Advisories and Vulnerabilities cyb3rmx0
2020-07-26 intext:"Device Name" | intext:"Host Name" inurl:mainFrame.cgi Various Online Devices Alexandros Pappas

2020-07-26 site:com "sap netweaver portal” Pages Containing Login Portals berat isler




Find email addresses & usernames

@ hunter.io/search/knowbe4.com

x @ Dy ¢ e o (=
Bales Rep Links ) KnowBe4 ¢ KnowBe4 glossar... O KnowBe4-FAQ % PhishAlert.pdf New Sales Team D...

B3 INcident response 5 Free photos ¥ Bookmarks

% hunter Product Pricing

knowbe4.com Find email addresses

Most common pattern: {first}{l}@knowbe4.com

52 email addresses

| leyd@knowbe4.com

kg@knowbe4.com

ac@knowbe4.com

erg@knowbe4.com

ryc@knowbe4.com




Google Social Search

w @ By & B ® O & <

O KnowBe4-FAQ b PhishAlert.pdf New Sales Team D... (5 INcident response [ Free photos ¥ Bookmarks

@ social-searcher.com/google-social-search/?q="Anna+Collard"&fb=on&tw=0n&in=on&li=on&pi=on

3 Sales Rep Links ¢ KnowBe4 ¢ KnowBe4 glossar...

Google Social Search

"Anna Collard"
v iR v

n Facebook

About 367 results (0.30 Sort by:

seconds
) Relevance ~

Collard And Collard On eBay - Find
Collard And Collard On eBay - Free

(Ad) www.ebay.com/ ¥

Free Shipping Available On Many Items. Buy On
eBay. Money Back Guarantee. But Did You Check
eBay? Check Out Top Brands On eBay. Huge

v @&

‘ Twitter

Web Image

About 172 results (0.31 Sort by:

seconds
) Relevance ~

Collard And Collard On eBay - Find
Collard And Collard On eBay - Free
Shipping On Many Items

www.ebay.com/ ¥
Free Shipping Available On Many Items. Buy On

eBay. Money Back Guarantee. But Did You Check
eBay? Check Out Top Brands On eBay. Buy It

D Instagram

Web Image

About 55 results (0.13 Sort by:

seconds
) Relevance ~

Collard And Collard On eBay - Find
Collard And Collard On eBay - Free

www.ebay.com/ ¥

Free Shipping Available On Many Items. Buy On
eBay. Money Back Guarantee. But Did You Check
eBay? Check Out Top Brands On eBay. Make




OSINT Landscape

OSINT Landscape .

Open Source Intelligence [fOSINV — Open Source Investigation)

Social Media Platforms

Facebook Weibo Twitter  Quone nztagram  Odaoklassniki

twXplorer

Twhtter List Copy

Maritime Movements
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This landscape shows data sources (mostly platiarms, teols or apps) that provide publicy auailable data
which may be of use in OSINT. Some tools may charge for data access. It is intended to be extensive, but

not and may be up perl
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Map
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OSINT Framework

Username O

Email Address O

Domain Name O

IP Address ©

Images / Videos / Docs )

Social Networks )

Instant Messaging O
OSINT Framework O People Search Engines O
Dating O

Telephone Numbers )
Public Records ()

Business Records )
Transportation )
Geolocation Tools / Maps )
Search Engines O

Forums / Blogs / IRC ©)
Archives O

Language Translation O
Metadata O

Mobile Emulation ©)
Terrorism )

Dark Web O

Username Search Engines )
Specific Sites O

Email Search O

Common Email Formats )

Email Verification ©)

Breach Data O
Spam Reputation Lists )

Mail Blacklists O

Facebook )

Twitter O

Reddit O

Linkedin O

Other Social Networks )
Search O

O Social Media Monitoring Wiki

OSINT Framework

O ThatsThem

O Hunter

(O Email to Address (R)
O Pipl

O VoilaNorbert

O Reverse Genie Email
(O theHarvester (T)

O Infoga (T)

O MailDB

O Skymem

O MailsHunt

(O Have | been pwned?
(O DeHashed

O Intelligence X

O Vigilante.pw

(O Breach or Clear

(O Ashley Madison Emails

O MxToolbox

(O Social Searcher

(O Google Social Search

O Periscope Search

(O Periscope with known Username (M)
O SocialBlade.com

(O Talkwalker Social Media Search (R)
(O BuzzSumo Most Shared

(O PinGroupie

O Searchir

(O Google CSE for Telegram links

(T) - Indicates a link to a tool that must be installed and run locally
(D) - Google Dork, for more information: Google Hacking

(R) - Requires registration

(M) - Indicates a URL that contains the search term and the URL
itself must be edited manually



Documentation

Zero touch: burner email addresses, accounts, don't like

» Get organized:
* Hunch.ly Cherrytree Trello / Joplin

'
= 7
* HONCHIY Q@ Ll 7
//’
//



Don’t miss:

OSINT by Charles Wroth

Friday Feb 5th
10:00am (GMT+2)




Social Engineering Pyramid

Research (OSINT)
Pretext Development




Sock Puppets

e thispersondoesnotexist.com
e Burner email address (33mail.com)
e Choose male or female

Spot sock puppets:
e Imagechecks: tineye.com
e J|ogintimes
e |ocations




“A great leader is someone who can get people to

do what they don’t want to do, and like it.” Harry




Influence Tactics

« Authority

« Commitment and Consistency
 Liking

« Obligation

* Reciprocity

« Scarcity (urgency)

« Social Proof

* Fear



Rapport Building

Oxytocin

e Released when we trust but also when we
feel someone trusts us

Dopamine:
e Rewards, pleasure, happiness




Principles of pretexting for the
ethical hacker

The more research the better chance of success

©)

O O O O O O O

Involve activities or interests you have
Practice dialects or expressions familiar to your target
The simpler, the better

Appear spontaneous /
Seem accurate / not susceptible to verification i
Understand the intelligence and type of target X//
Provide logical conclusion or follow through for the target //

Be aware of local laws e



Social Engineering Pyramid

Research (OSINT)

Pretext Development

Plan Attack:
what, when, who




Launch the attack: Attack cycle

EXECUTION

INFORMATION
GATHERING

EXPLOITATION

ESTABLISH
RELATIONSHIPS
AND RAPORT

KnewBe4

Exploitation

e Allowing the attacker inside the
facilities

e Disclosing password and
username over the phone

e |Inserting a USB flash drive with
a malicious payload

e Opening an infected email
attachment




Combination Attack: Phishing + Vishing
by Christopher Hadnagy (social-engineer.com)

S0CiAL-ENGINEER
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ytocin: Set Up of the
ack could go wrong
trust is not there.



https://docs.google.com/file/d/1bHThXiS2yNkSujLhce6-JO6JfRQeGmaF/preview

Protect yourself against SE exploits & main dem

@ Vishing
confirm with whom you are speaking.
Policy to not provide any information to an unknown caller without first
verifying their identity.
Verify an employee ID before answering any questions to internal
callers
@ Impersonation / Physical
Strict physical security policy, don’t be too polite.
Tech support identification
Don't allow delivery people into the office
Phishing
Ongoing security awareness training

Educate users on red flags and what to look out for
Frequent and random phishing simulation tests to keep awareness top

of mind

Combination of all
of these



Social Engineering Pyramid

Research (OSINT)

Pretext Development

Plan Attack:
what, when, who




Execution:Vishing

Phone line, cellular phone, burner phone, VoIP (internet phone) ...
Spoofing technology—software, service or self served.

Voice changer apps

Background sound app (call center, crying baby etc)
Pretext—know whom you are impersonating so well that you are

/
7

comfortable conversing and answering questions. )(//

Flag/goals—know what information you need to obtain and the

7
7

guestions you can ask to elicit that information. e

ya

7~
7



Tools SE’s use: setoolkit

Terminal

File Edit View Search Terminal Help

Join us on irc.freenode.net in channel #setoolkit

The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www.trustedsec.com

It's easy to update using the PenTesters Framework! (PTF)
Visit https://github.com/trustedsec/ptf to update all your tools

Select from the menu:

1) Social-Engineering Attacks

2) Penetration Testing (Fast-Track)

3) Third Party Modules -
4) Update the Social-Engineer Toolkit

5) Update SET configuration

6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit



Tools SE’s use: setoolkit

Terminal

IT's easy 1t ipdate y1ng the Pe esters ramew ¥ PTH

https://github.com/trustedsec/ptf t pdate

Select from the menu:

1) Spear-Phishing Attack Vectors

2) wWebsite Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener

5) Mass Mailer Attack
6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector 2
8) QRCode Generator Attack Vector

9) Powershell Attack Vectors

16) SMS Spoofing Attack Vector

11) Third Party Modules

99) Return back to the main menu,



C&C, Exploit tools etc

RAPIDF) .
metasploit

OBALI 3 1 RIKE

\ { ADVANCED THREAT TACTICS FOR PENETRATION TESTERS




Build your human firewall: simulated
phishing tools




Example Kevin Mitnick Demo Hack

Goal:

steal cloud system
passwords from
financial director

KnewBe4



Attack Overview: Step 1 OSINT

e Identify FD name via LinkedIn & email addresses on hunter.io
C @& hunter.io Yo 0060 O B ® © & T Qo ®

>s [ SalesReplLinks ¢ KnowBe4 ) KnowBe4 glossar... O KnowBe4-FAQ ' PhishAlert.pdf New Sales Team D... INcident response Free photos Y Bookmarks

% hunter Product Pricing Sign in m

Connect with anyone.

Hunter lets you find email addresses in seconds and connect with
the people that matter for your business.

Find email addresses

Enter a domain name to launch the search. For example, hunter.io

KnewBe4




Step 1: OSINT

@& hunter.io/search/knowbe4.com * © Dﬂ &

WOOAS*00@@J

Sales Rep Links ) KnowBe4 ) KnowBe4 glossar..  ¢) KnowBe4-FAQ % PhishAlert.pdf New Sales Team D... [E3 INcident response E3 Free photos Y Bookmarks » | B3 ott

% hunter Product Pricing Sign in m

knowbe4.com Find email addresses

Most common pattern: {firsti{l}@knowbe4.com 52 email addresses
I leyd@knowbe4.com @ 4 sources v
r kg@knowbed.com @ 1 source v
a ac@knowbed.com o 7 sources v
r erg@knowbed4.com @ 12 sources v
p ryc@knowbed.com @ 5 sources v

KnewBe4




Step 2: Develop Pretext

Establish trust by impersonation
o Impersonate the internal domain (if they haven't enabled DMARC and SPF)

OR:

o Breach existing user’s Office 365 account by doing a password spread attack

KnewBe4



Step 3: Password Spread Attack

@ Terminal Shell En View Window Help

oee " v 1B Aot ingh, el aagdo? 1amewort — ba 15141

bash-3.2# cat users.txt i
alex@lenoy ,com

brian@lenc 5.com B
colin@leng 5.com

eric@lent 5.com

fernando@leny , com .
john.rafuse@leno | .com

admin@lenctTUTS . com )
kimberley@leng 5.com

matt@lend s .com

michaelflen .con

testit@leno com

hackerl@lentii .comn

bash-3.2# |}

KnewBe4



Step 3: Password Spread Attack

VO.us.com
lenovo.us.com
jse@lenovo.us.com
IoOVo.us.com
'®lenovo.us,.com
VO . US.COm
enovo.us.con
INovVo.us.com
enovo.us.com
2# python ./office3ébSuserenum.py ——users users.txt --password 02020 -0 cracked.txt

.1111 Title: office3éSuserenum.py
.10000000000011. oo Author: Oliver Morton (Sec-1 Ltd)
.0e 0eo. .. Email: oliverm@sec-1.com
e1.. Description:
Enumerate valid usernames from Office 365 using
., ActiveSync.
rimHacker Requires: Python 2.7 or 3.6, python-requests

primhacker.com

grimhacker
This program comes with ABSOLUTELY NO WARRANTY.

This is free software, and you are welcome to redistribute it

under certain conditions. See GPLv2 License.

office3éSuserenum: VALID_USER VO .US . COl

office3éSuserenum: VALID_USER kimber) WO .US.Ccom
office365userenum: VALID_USER admir

officedASuseronum: VALID USER fernand

office3é5userenum: [ ALID_LOGIN ex VD .US,CO

orricesobuserenum: ALIU_USER may 0.US.CO

office3éBuserenum: VALID_USER col

office3éSuserenum: VALID_USER bri

office365userenum: VALID_USER micha

office3éSuserenum: VALID_USER john.rafus .us.c 2020
office3é5userenum: VALID_PASSWO_2FA test 0.US. 02020
office3é5userenum: VALID_PASSWO_2FA hack VO.US. voz2028

KnewBe4




Step 4: Log into Eric’s account

I
Enter password

KnewBe4



Step 4: Create phlshlng email: Pretext IT update for Zoom

\- e P e I

As part of our continuing securityllllllllllt Lenovo, we
now require all employees to update their Zoom
application to the latest version 5. This will ensure that all
Zoom meetings are secure using Zoom's latest
technologies.

¥

To install the update:

Windows users can download the installer here.

MacOS users can download the MacOS here.

Once you download the installer, simply click the run
button (bottom of your browser), and follow the
instructions to complete the install process. If you don't
see the run button at the bottom of your browser, just go to
your downloads directory to find the installer and double-
click it and follow the installer’s instructions.

>

Please do your part in helping us stay secure by installing

the Zoom update immediately. This update does not

require you to reboot your machine so no work will be
interrupted.

KnewBe4



Step 4: Create phishing emall Pretext IT update for Zoom

pee AB - JE ¢ Qe Saarsh n Oneunse
BWv. ~

Home Orow  Design Layout Reforences  Malings  Review  View  Acrobat

. 3 A . » . . g
Ak R A 1EeiE e ‘8 . AaBb(I 2
£ A i 4. . " Styles  Creats aed Share  Request
= Parw Adabe POF Sigretures

e X, X' A2

technologies.

To install the update:

Windows users can download the installer here.
MacOS users can download the MacOS here.

Once you download the installer, simply click the run
button (bottom of your browser), and follow the
instructions to complete the install process. If you don't
see the run button at the bottom of your browser, just go to
your downloads directory to find the installer and double-
click it and follow the installer’s instructions.

Please do your part in helping us stay secure by installing
the Zoom update immediately. This update does not
require you to reboot your machine so no work will be

interrupted.

If you have any issues with the update, please email

s.com

Eric Weiss

I Department

KnewBe4
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e
o \:n\-:.

° Gap

As part of our continuing security efforts A e now require all employees to update their Zoom
application to the latest version 5. This will ensure that all Zoom meetings are secure using Zoom's latest
technologies.

To install the update:

Windows users can download the installer here.

MacOS users can download the MacOS here.

Once you download the installer, simply click the run button (bottom of your browser), and follow the
instructions to complete the install process. If you don't see the run button at the bottom of your browser, just

go to your downloads directory to find the installer and double-click it and follow the installer's instructions.

Please do your part in helping us stay secure by installing the Zoom update immediately. This update does
not require you to reboot your machine so no work will be interrupted

If you have any issues with the update, please email support @ | (o

B




Step 5:

Favorites

Inbox 39

Sent fter

in 39

Target received phish

B Windows 10 x64 - webinar

My account

Inbox * Fltor Subject Zoom Update required for all employees
B John Rafuse
Nay

Running securnty scan.,
\ST g S

s ; latest technologies.

s To install the update:
Windows users can download the installer here.

° Gap Factary
Now clearance deals!
” ~ L} ” .

B N P

Do you want to run or save Zoominstaller.exe (11.6 ME) from usO2web.zoommeetings.us’

an
ol

browser, just go to your downloads directory to find
Adhiess ! the installer and double-click it and follow the

New Arrivals = So. Much P .
V installer's instructions.
Q S, Please do your part in helping us stay secure by

This cade for $40 ends to !
y . installing the Zoom update immediately. This update

T POy RSDNS. RO UTUUL CIEY TG GUSUSRINSL 1 MO

116 ME) from usO2web. i n Swe v | Cancn

KnewBe4




Step 6: Installing payload (implant)

. Banana Republic Factory
T v

VIO PWY Vi

e Gap Flash Sale

e Gap Factory
New clearance deals! wa

1 New summer arrivals a...

| Banana Republic Factory

| MW, Banana Republic

KnewBe4

application to the latest version 5. This will ensure il
that all Zoom meetings are secure using Zoom's
lateat technalnnies

Installing
iller here.
MacOS users can download the MacOS here.
Once you download the installer, simply click the run

button (bottom of your browser), and follow the
instructions to complete the install process. If vou




Step 6: Installing payload (implant)

favorites

nbox 39

ent ltem

‘olders

nbox 39

Jrafts

ent Items

60

nversation Hist

sroups

KnewBe4

Inbox ¥

Eric Weiss

Subject: Zoom Update re...

As part of our continuing se

This week

Banana Republic Factory

VISEPY View ir

Gap Factory
New clearance deals! »a

Banana Republic Factory

1 New summer arrivals a

Banana Republic

Up to 50% off everything

Athleta
New Arrivals = So. Much

GapCash
This code for $40 ends to

Old Navy

r

Filter Subject: Zoom Update required for all employees

@ Enc Weiss

11:57 PM T f

To
ty &0 Zoom Cloud Meeti

Z00m

A

w
=

I

e

instructions to complete the install process. |
don’t see the run button at the bottom of you
browser, just go to your downloads directory
the installer and double-click it and follow the
installer’s instructions.

Please do your part in helping us stay secur
installing the Zoom update immediately. This
does not require you to reboot your machine

®LAST DAY for an extra 3 son&/7 work will be interrupted. [ g



Step 7: Connects to C&C - interact with target machine

Cobalt Strike View Attacks Reporting Help Event Log to Slack
CE O EB=0 B3PU el Pu B g

external nternal ~ listener user computer note process pid arch last
Bl 72.193.33.179 192.168.62.166 hups ohnrafuse DESKTOP-M675J0R powershell.exe 8548 x64 179ms

KnewBe4




Step 8: Grab stored passwords & decrypt them

mimikatz dpml:gehrom nn:'%bealnppdm%\eoodo\étwmwger Data\Dehun\Logh Data" Iunprotoct

KnewBe4



Step 8: Grab stored passwords & decrypt them

CODAL Strike View AUACKs Beporung Help Event Log to SIack
Qe O EB=Z¢c 82U e Pda B g

external nternal - ner ser computer note process pid arch last
72.193.33.174  192.168.62.166 s johnrafuse _____ DESKTOP-M67SR _____________________ powershell.exe 8548 x64 ____ 463ms
Beacon 192.168.62.166@8548 X

> Encrypted Key seems to be protected by DPAPI
* using CryptUnprotectData API
> AES Key is: dabB82911e128calbS47a9bb34411770ce9a8c90553c8febeT7 conSbased 2339

URL : https://wwa.metflix.com/ ( https://www.netflix.com/Login )
Username: john.rafuse@geail.com

» using BCrypt with AES-256-GON

Password: SesameStreet

URL : https://accounts.google.com/ ( https://accounts.google.com/Servicelogin )
Username: john.rafusefgeail.comy

« using BCrypt with AES-256-GCN

Password: MeMensal23!

URL : https://extresesusic.com/ ( https://extremeswsic.com/
Username: jo«n.rausqagnn.m

* using BCrypt with AES-256-GCM
Password: RowRowRowYourSoat

URL : https://iforgot.apple.com/ ( https://iforgot.apple.com/password/reset )
Username:

* using BCrypt with AES-256-GCM

Password: MyPasswordl

URL : https://idesa.apple.com/ ( https://idmsa.apple.com/appleauth/auth/signin )

Username: johmra'u;e&nL%_—_——
* using BCrypt with AES-256-1 p p e

Password: MyPasswordl

URL : https://account.sonyentertainmentnetwork.com/ ( https://account.sonyentertainmentnetwork.com/Liquid/external/auth/login.action )
Username: john.rafuse@gmail.com

* using BCrypt with AES-256-GCM

Password: KimdungUhismyhero!

URL : https://adobeid.services.adobe.con/ ( https://adobeid.services.adobe.con/reset/en_US/DOMVESYXGZIBRSADGHSGXTZEGC )
Username:

» using BCrypt with AES-256-GCM

Password: YogiBearl23d




Step

8: Grab stored passwords & decrypt them

LODA MITIKe Yiew ANACKS BepOTung eip Lvent Log 10 dack
SO BIPU ST fa i g

computer

horafuse __________C OP-M675JOR

« using BCrypt with AES-256-GCM
Password: YogiBearl23d

URL : https://auth.zappos.com/ ( https://auth.zappos.com/ap/signin )
Username: john.rafuse@geail.com

* using B(rypl with AES-256-GCM

Password: INeedXOOOKL !

URL : https://www. etsy.com/ ( https://ww. etsy.com/signin )
Username: john.rafuse@osail.com

* using BCrypt with AES-256-GCM

Password: NoOnmecanhackme

URL : https:/ /v, co«cursoluuo«s com/ ( https://waae.concursolutions.com/ )
Username: john.rafu . com
* using BCrypt with AES-256-GCM

LA Concur

URL : https://cibeg.ibanking-services.com/ ( https://cibng.ibanking-services.com/cib/enhanceEnroll/selectAccountType. jsp )
Username: john.rafuse@gsail.com
= using BCrypt with AES-29§-GOM

Password: WillieSuttomismyhero! I ba n ki ng

URL : https://workforcenow.adp.com/ ( Wttps://workforcenow.adp.com/workforcenow/login . htal )
Username: joharafuse

» using BCrypt with AES-256-GOM

Password: moneyfornothing

1 https://wew.vrbo.com/ ( https://we.vrbo.com/auth/ui/resetPassword )
UsemueA john.rafuse@gmail . com
* using BCrypt with AES-256-GCM
Password: P@sswlrd

URL : https://healthid.optum.com/ ( https://healthid.optus.com/tb/app/secure/home.html )
Username: joharafuse

* using BCrypt with AES-256-GOM . .
Password: DottorPhil Med |Ca| A|d

w . myuhc . com/member /prewelcome .do )

KnewBe4



Step 8: Grab stored passwords & decrypt them

CoDalt Strike Yiew Attacks Reporting Help Event Log to Slack
RO B0 82U ST Pa Bs

external nternal = liste computer

219333179 192.168.62.166 _https __joharafuse ____ DESKTOP-M675)0R

process pid arch last

Beacon 192.168.62.166

Username: john.rafuseggmail.com

* using BCrypt with AES-256-GOM

Password: Oxyismysaviorl

URL : https://secure@5c.chase.com/ ( https://securedSc.chase.com/web/auth/ )
Username: johnrafuse

* using BCrypt with AES-256-GOW
Password: WillieSuttosRocks!

https://wew.dav.ca.gov/ ( https://wew.dav.ca.gov/pkaslogin. form )

* using BCrypt with AES-256-GOM
Password: OatheShortBusAgain

URL 1 https://wew. delta,com/ ( https://www. delta.com/Login/loginPage )
Username:

* using BCrypt with AES-256-GCM

Password: MiddleSoatMensa!

URL 1 https://www.delta.com/ ( https://www.delta.com/login/loginPage )
Username: 994211090

using BCrypt with AES-256-GCN
Password: MiddleScatMensa

URL 1 https://twitter.com/ ( https://twitter.com/account/reset_password )
Username: joharafuse

* using BCrypt with AES-256-GCM .
Password: imantshokels - TW'tte r
URL : https://waw.mycslink.org/ ( https://www.mycslink.org/ )

Usernase: joharafuse

* using BCrypt with AES-256-GCM

Password: DrfeelBad12}

URL : https://invest.ameritrade.com/ ( https://invest.ameritrade.com/grid/p/login )

Username: johnrafuse [N

* using BCrypt with AES-256-GOM .

Password: WilllnvestdFood -————— Tradlng account




Social Engineering Pyramid

Research (OSINT)

Pretext Development

Plan Attack:
what, when, who

Execute Attack

Reporting




Reporting: What happened?

Step 1: Established trust

o hack into user’'s Office 365 account using password spread attack
Step 2: Build pretext

o Send phishing email from the highly trusted account
Step 3: Compromise target

o Take over target's machine via his Outlook client
o Connect to Control Center A
Step 4: Get passwords X//

o Run password hash dump



Part 3 e Building the human firewall
Protect e Security culture

against SE



Protect yourself

Step 1: Established trust Step 1: Password Policy
o hack into user's Office 365 P> e Strong passwords & MFA
account .
Step 2: Build pretext —Jpp Step 2: User Education

e Phishing awareness!

o Send phishing email from the e Don't trust request that are odd

highly trusted account
Step 3: Compromise target

) : —P> Step 3: Tech
© Tgke over targets machine via e Endpoint protection software /
his Outlook client ”

o Connect to Control Center Step 4: User Education X/
Step 4: Get passwords e Don't store passwords in browsers
o Run password hash dump P>« Usea password manager instead
e MFA 7

ya



Protect yourself

Use your critical thinking mind:
E Feeling: Does it trigger emotions such as fear or curiosity?
a"o Action: Are you asked to action something?

'\Zi_o Know: Do you know the sender? (Really?)

m Expect: \Were you expecting this?




Protect yourself

Don'’t fall for phishing attacks
o Keep up to date with latest scams
o phishing, vishing, smishing
o Don'’t click on links / attachments

Update, update, update
o Your Operating Systems (OS)
o Browser plugins & apps
o Anti-malware systems

Apply good password practices




Protect your passwords







Tip no 1. Get Executive Involvement

° Awareness starts at the top
* Use statistics & facts

* Ask for Involvement beyond just paying for it

Lungo Siyo I :
CEO SMB & Yellow Pages
.

Hlokomela | Be careful

KnewBe4




Tip No 2: Measure |t

Featured Content

Security Awareness

< Proficiency Assessment

Assessment | 10 minutes | October 2019

View Details Already Added

Ovorsew Users  Assessment Results

Strengths and Weaknesses
Average for Al Users

75% 75%
67%

A 56%

Assessment Average
fot All Users i

KnewBe4

Test your users in seven
key security areas.

Detailed reporting that
you can use to inform
training campaigns.

sck 10 Training Campaign Sumsmary 2019 Security Culture Survey

for Assessrment: Security Culure Survey

Security Culture Results

The secusty Oulune SCom fof YO CAGNZAON 5

Organizaticasl Avernge

69%

S0% Security Culture Index
0 - 100 Frcelert
8- 8% Good
e
w0-08 Poor to Moderate
M5 Poor

0-x Extvrwrwy Poor

€ Bacs

Results by Dimension




Tip No 3: Avoid cognitive overload

You can't effectively train on everything...

If your goal is behavior change,
focus on 2 to 3 behaviors at a time:

Social Engineering is the No 1 threat

KnewBe4



Tip No 4: Work with other departments

CULTURE
EATS STRATEGY
FOR BREAKFAST
AND TECHNOLOGY
FOR LUNCH
AND THEN...

Work with HR

Work with Marketing & communication

Different cultures in different teams (i.e. IT vs finance)

KnewBe4



Tip No 5: Content: Short, Sweet & Relevant

We change...

* |If it affects family or money

Doing the “right thing”

If we “feel” it

If engages our emotions

If it's not too long or annoying

KnewBe4



Tip No 6: Frequent, Random Phishing Simulations

Frequent

Randomized

Increase difficulty level
Teach red flags

Make it easy to report

KnewBe4




Tip No 7: Use Incentives

Carrots:

Bonus for not being phished in 12 months

v
e ———
TR,
=

Prizes for participation

Stick:

8
:
?
|
.
;

Remedial training

.

Management follow up

Kmev.B24.




KnowBe4 2019 Phishing by Industry Benchmark Report

Baseline Phish-prone
Percentage by Industry

30%

Initial Baseline PPP across
all industries and sizes

Org Size  Initial PPP
1-249 33.5

250-999 31.9
1000+ 27.9

*Percentage rounded

KnewBe4



KnowBe4 2019 Phishing by Industry Benchmark Report

Baseline Phish-prone
Percentage by Industry

30%

Initial Baseline PPP across
all industries and sizes

Org Size  Initial PPP
1-249 33.5

250-999 31.9
1000+ 27.9

*Percentage rounded

KnewBe4




KnowBe4 2019 Phishing by Industry Benchmark Report

Baseline Phish-prone Results After 1 Year of
Percentage by Industry CBT and Phishing Testing

0% 2%

Initial Baseline PPP across One Year % PPP across all
all industries and sizes industries and sizes

Org Size  Initial PPP Org Size  Initial PPP
1-249 33:5 1-249 1.9

250-999 31.9 250-999 2.2
1000+ 27:9 1000+ 3

*Percentage rounded *Percentage rounded

KnewBe4




In Summary — just do it — and then do it again..

Get executive buy in JUST DO IT
Focus on few themes — don’t overload users mEN
Measure it — start with culture assessment

Work with Marketing & Communications & HR Do "
Use short & engaging content

Frequent random phishing simulations AGAIN
Use Incentives i -
Choose the right partner

ONOAaAROODN =

Awareness is a bit like flossing — it's an ongoing process

KnewBe4




THANK YOU!

Any questions?

WO wEgn: e al ol = nE 1EliE

Twitter @AnnaColalrd3
LinkedIn Anna Collard



OSINT

Open Source Intelligence (OSINT) is data collected from

publicly available sources to be used in an intelligence
context

Wikipedia

KnewBe4



“Online threats are mainly organized trolling. I've received death threats. They
come up with campaigns or a hashtag, so they rant at me all day. These insults
are based on me as a woman, my anatomy, my family.”

— IDI 004, Kei
‘ ‘ “Technology has opened up spaces for women to speak out openly

where previously they were not able to. So, the more we try to enter this
space further, the more violence we get from some men.”

- Focus Group Discussion, South Africa

people do not like, they are harassed, they are insulted. To make them

“Woman journalists, when they post or write stories that some other ‘ ‘
feel so useless. They get insults below the belt, which is obviously sexual

) below the belt.
“As well, Facebook has no office in Ethiopia and there is only one d in most times women opt
Ethiopian woman assigned for this purpose in Ethiopia. Facebook in olf, that’s why | opted out of
Ethiopia gives priority and focuses on ethnic-based hate speech. Lets Facebook.”

say if there is more than one person and if we have an Ethiopian team,

here will be more human power who could read and understand the content.” -1D1003, Kenya

-FGD Participant, Ethiopia



Consequences suffered as a result of this
Online Gender-Based Violence

(I

61.7% 15.5% 13.3%

Mental Stress Damaged Problems with
Reputation Family




39% of African women
concerned about going
online




Where does it take place?

Facebook
WhatsApp
Instagram
Twitter

Online Dating
Email

Snapchat

“From my stand, | would say Telegram is unmanageable

communication media. It is worrying and out of regulation. You can’t

do anything about it. We can say the Facebook community standard

is weak...but the good thing is it has a regulatory system. Revenge
porn on Facebook takes 0.05 micro seconds until Al recognizes it after that it
immediately taken it down. If your porn is posted on Telegram, you can’t do
anything, they wouldn't take it down as far as | know.”

- FGD Participant, Ethiopia




Why does this happen?

Online disinhibition effect e Perceived anonymity
e Invisibility of the recipient

Action-at-a-Distance

Toxic platforms breed e Reputation as an alpha user.
T e e R e e Echo chambers/Group behaviour
e Individual identity is de-emphasised,
e Polarization
Automation e Technology makes abuse easier, less skill qr

effort




Lack of security awareness

Only 36% took steps towards

increasing their safety online 29.2% of women
interviewed did

not know where
“No one would take the time to hack \ to turn for

information on
my account” (34.6%). online safety &

security.

“‘Never thought about it” (25.7%)
86% were not aware of policies and |aw S EG—G_G_—GG—

n 2
African Feminist Research for a Feminist Internet Report, 2020

In place to protect them. /



If perpetrator was

reported to the platform?
(South Africa)

Alternate Realities, Alternate Internets:
African Feminist Research for a Feminist Internet Report, 2020




What needs to happen?

1.

More research & data on online GBV (in Africa)
a. Major gap in data on types of online violence
b. Data is not gender-disaggregated

c. Lack of a comparative analysis of online versus physical violence
i.  Why is Twitter not more transparent?

More security awareness & education (for women)

a. General security awareness - privacy settings, MFA, mobile security
b. How to report / react to harassment if it happens

c. Where to find help: online support and counselling

d. Your rights

X




3.

What needs to happen?

Awareness & education for law enforcement and first responders

a. Law enforcement personnel must be trained on a gender-sensitive digital

safety
b. address complaints of online gender-based violence
c. provide timely technical assistance, counseling and support

Legal frameworks
d. reflect an appreciation of the role of the internet in the social, economic, and

political lives of women
e. In conjunction with other measures, such as socio-economic upliftment,

awareness-raising programs and counselling services.

A Ad

X



What needs to happen?

5. Platforms need to identify and block GBV /

misogynistic content
a. Close monitoring with the possibility to act upon

b. Deep Learning / ML & Al to automatically detect hateful
speech can facilitate this process, up to 95% accuracy as per
research conducted during Google Summer of Code 2018.

“Online Hatred of Women in the Incels.me Forum - Linguistic Analysis
and Automatic Detection” https://organisms.be/downloads/incels.pdf

X


https://organisms.be/downloads/incels.pdf

Out of the box..

» Perpetrators act on a deeply unconscious level
» Lack of self worth and feeling loveless
» Violence often response to early childhood trauma
 Male sexual abuse is overly underreported
- 1in 6 boys is sexually abused before their 18th birthday.

1. Dube SR, Anda RF, Whitfield CL, et al. Long-term consequences of childhood sexual abuse
by gender of victim. Am J Prev Med. 2005;28:430-438.

X



Out of the box..

« Start an army of conscious warriors (automated possibly?)

who will DDOS trolls and forums with kind messaging?
Links to mindful meditation

« Start cyber safety & GBV education & awareness in
kKindergarten, schools etc
* #Hetoo movement?




References - please read

African Feminist Research for a Feminist Internet Neema lyer, Bonnita Nyamwire and Sandra
Nabulega August 2020 https://www.apc.org/sites/default/files/Report_FINAL.pdf

Online Hatred of Women in the Incels.me Forum: Linguistic Analysis and Automatic Detection

https://organisms.be/downloads/incels.pdf

Gender ideology and social identity processes in online language aggression against women /
https://www.apc.org/sites/default/files/Report FINAL.pdf %

Fighting Violence Against Women Online: A Comparative Analysis of Legal Frameworks In Ethiopia,
Kenya, Senegal, South Africa, and Uganda
https://www.apc.org/sites/default/files/Legal_Analysis_FINAL.pdf



https://www.apc.org/sites/default/files/Report_FINAL.pdf
https://organisms.be/downloads/incels.pdf
https://www.apc.org/sites/default/files/Report_FINAL.pdf
https://www.apc.org/sites/default/files/Legal_Analysis_FINAL.pdf

Thank you!

Connect with me on
LinkedIn
Twitter or

Nectir :)






11 Quotations are commonly printed as
a means of inspiration and to invoke
philosophical thoughts from the
reader. n /
x

7
//
<

ya



You can also split
your content

eeeeeeeeeeeeeeee



A picture
is worth a
thousand words

A complex idea can be
conveyed with just a single
still image, namely making
it possible to absorb large
amounts of data quickly.



You can use diagrams to explain your
ideas

Lorem Ipsum

T
l l

Lorem lpsum Lorem lpsum /

T T
l l l |

Lorem lpsum Lorem lpsum Lorem Ilpsum Lorem lpsum




And tables to compare data




You can also insert graphs from Excel or Google Sheets




THANK YOU!

Any questions?
You can find me at @Qusername &

user@mail .me



