
Winds of Change
Solorigate: Winds of change. Underlying causes and 
implications of the SolarWinds attack.
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You can outrun some of the bulls 
some of the time, but you can’t 
outrun all of the bulls all of the 
time.
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The 2008 GFC was a 
contagion event 
caused by unmanaged 
debt that cost the 
world economy 
somewhere in the 
region of $20 trillion
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The damage caused 
by the more extreme 
variants of Sybil 
Logic Bomb is almost 
as severe as the 
Great Financial Crisis 
of 2007-2012.

The most extreme 
scenario variant, X1, 
shows a GDP@Risk of 
$15 trillion.

By comparison, the 
Global Financial Crisis 
of 2007-2008 cost 
$20 trillion.
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Because pandemic 
is not just a medical 
thing

alamedaca.go
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STRUCTURAL
FACTORS

LEGACY
FACTORS

GEOPOLITICAL
DRIVERS

EMERGING
THREATS

EVOLUTION OF
TECHNOLOGY

1. Government investments in computer hacking capabilities.
2. IT Interdependence.
3. Accumulated security debt.
4. Supply Chain Risk.
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Solorigate - Consequences

• SolarWinds will face all kinds of legal, regulatory and civil sanctions
• Fear, Uncertainty and Doubt
• Political fall-out
• Option of retaliation via a ‘kinetic’ response
• The USA will retaliate in cyberspace, but that probably won’t help
• The USA will seek to examine and improve its own cyber readiness
• A significant shot in the arm for the security industry… the next SolarWinds
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Google has suspended business with Huawei 
that requires the transfer of hardware, 
software and technical services …

… could hobble Huawei’s smartphone 
business outside China…

Trump administration officially added the 
telecoms manufacturer to a trade blacklist 
on Thursday, declaring a national economic 
emergency to ban the technology and 
services of “foreign adversaries”

… follows a report last week calling for 
Huawei to be prevented from supplying 5G 
mobile networks in the UK, because its 
operations are “subject to influence by the 
Chinese state”…

The British government has been pressured 
by partner intelligence agencies in the US 
and Australia to reconsider [HUAWEI] 
participate in the UK’s 5G network.
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The real problem



teachers,
philosophers,
scientists,
engineers
physicians,
diplomats 
…and warriors.

who value knowledge 
and wisdom above nationality. 

give of themselves through acts of 
charity, citizenship, and volunteerism.

“
Solorigate – Response – How to change a system
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Solorigate - Response

• Performance: Master the theory and practice of information security.

• Process: Capture the practice in the form of clear and repeatable processes that can be delegated to 
others.

• People: Focus on enabling others through education and mentoring to also master security 
fundamentals and practice.

• Purpose: Understand the why of cyber security - the fundamental goals it has of enabling business, 
government and healthy life in the modern world.

• Principle: Understand and explain how security can and should contribute to the fundamental goals of 
society.

• Policy: Interact with regulators, executives and other leaders in society to create and influence the 
policies that will ultimately shape the world we live in for many years to come



• Attack is inevitable

• Compromise is probable

• Engagement is essential

Detect and Respond – Intelligence-led security

Our approach to stay ahead of the bad weather

• The risks are real, and the stakes are high

• The system is complex and fundamentally 
predisposed to fail

• The victim of failure is trust

• Trust is a runnable asset

• The difference between compromise and crisis… is 
early detection and effective response



“ Everybody 
complains about 
the weather, but 
nobody does
anything about it.”
Charles Dudley Warner (1829 – 1900)



Intelligence led security is the collection, 
validation, aggregation, correlation and 
analysis of both internal and external data…

to understand risks, identify threat actors, 
discover attacks underway, and understand 
the motivations, methods and actions of likely 
adversaries…

so that limited security resources can be 
invested where they will have the most impact.



INTELLIGENCE LED SECURITY
REQUIRES 2 PERSPECTIVES

ANTICIPATE
Observe the Landscape –

Vulnerabilities,
Threats & Attacks

DETECT
Detect

vulnerabilities
& active attacks

IDENTIFY
Know your
assets and

attack surface

KNOW Your Adversary
KNOW Yourself



OCD.360 - EXTERNAL Intelligence at different levels

Strategic
Concerned with long term trends and systemic changes.
Used to drive high-level organisational strategy

Operational
Insight that allows us to direct our resources in the most effective manner to 
counter contemporary threats, mitigate vulnerabilities or respond to relevant 
changes in the broader environment

Tactical 
Near Real time Technical intelligence with a short TTL. Includes Indicators of 
Vulnerability, Compromise & Attack such as IP addresses, file names, or hashes, 
which can be used to assist in the identification of threats and vulnerabilities.



CLIMATE
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Strategic
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Managed
Threat
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Anticipate Cyber threat intelligence Vulnerability intelligence
Strategic Monthly Briefings,  State of the Threat, Security Navigator, Stories

Operational
Epidemiology Labs | Threat Intelligence Report 

World Watch Advisory Service

Tactical Managed Threat Intelligence Managed Vulnerability Intelligence

Protect
MSSP
MTIP

Indicators

Observations

Respond
CSIRT Services

MTID

Indicators

Observations

Identify
CERT
MVS

Indicators

Observations

Detect
MTD
xDR

Indicators

Observations

Threat feeds, vulnerability feeds, OSInt, Pulse, OCD / OBS / OCD CERT

OCD
INTELLIGENCE
‘BACKBONE’



Fin. Baie dankie!
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https://orangecyberdefense.com/global/white-papers/solorigate-winds-of-change/
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